System API

The System API handles the import/export functionality of configuration items in Aspire. This API enables users to save their configuration settings to
a file or external storage and later restore those settings or apply them to other instances of Aspire.

Export

Export all the configuration items of the Aspire, this includes all the: connectors, credentials, connections, workflows, policies, schedules and seeds.
This endpoint needs the at least the OPERATOR role to be executed.

GET /aspirel/ _api/systenl export

G} The export endpoint will generate a file with a content similar to this response.

1 Take into consideration that components with resources loaded into elastic, will be exported, but the resource itself will not, so you will need
to reupload the resource and go and select your resource in the component again.

Response
{
"export": {
"seeds": {
"seed": [

{
"id": "<seed_id>",
"type": "ldap-identity",
"description": "LDAP",
"connector": "<connector_id>",
"seed": "dummy",
"priority": "mediunt,
"checksunl': "36da0d996e4d156d33s2d54sad468ef 5bbc85e09da8c",
"connection": "<connection_id>",
"properties": {

"seed": "dummy",
"userKeyAttribute": "dn",

}

b

{

"id": "<seed_id>",
"type": "rest-api",
"description": "REST",
"connector": "<connector _id>",
"seed": "N\/A",
"priority": "mediunt,
"checksunm': "eb4b51659226093casdf 3854sdf 8f 67e4f 0de8217c0f d86ea565ce0",
"connection": "<connection_id>",
"properties": {
"seed": "N\/A",
"crawl Rul es": [
{
"conditional Script": false,
"entityType": "root",
"shoul dStop": fal se,

}
1.
"stopOnScannerError": true
}
b



]

3

"connectors": {
"connector": [

{
"id": "<connector_id>",
"artifact": "com accenture.aspire:aspire-rest-source",
"type": "rest-api",
"description": "RestConnector",
"properties": {
"debug": fal se,
"wDebug": fal se,
b
"checksunt': "82a70c88chf a46df d79d6430bf esdf 5646c13089604f b609831f 16f "
H
{
"id": "<connector_id>",
"artifact": "com accenture.aspire:aspire-|dap-identity-source",
"type": "ldap-identity",
"description": "LDAP",
"properties": {
"debug": fal se,
"wbDebug": fal se,
o
"checksuni: "c03b3al68e0b4a5456d3df 5g4caad80f b047f 6459f Qacac2eeb65a2"
b
]
b
"credential s": {
"credential": [
{
"id": "<credential _id>",
"type": "rest-api",
"description": "RestCredentials",
"properties": {
"type": "bearer",
"query": {
}
}
b
{
"id": "<credential _id>",
"type": "ldap-identity",
"description": "LDAPCred",
"properties": {
"aut henticationType": "SI MPLE",
}
b
]
H

"connections": {
“connection": [

{
"id": "<connection_id>",
"type": "rest-api",
"description": "Al ationConnection",
"credential": "<credential _id>",

"properties": {
"maxRetries": 3,
"useThrottling": fal se,
"throttling": "throttling_false",
"useProxy": false,
"proxy": "proxy_false",
"trustAll Certificates": false,



}
}
{
"id": "<connection_id>",
"type": "ldap-identity",
"description": "LDAPConn",
"credential": "<credential _id>",
"properties": {
"connect Ti meout ": "15s",
"readTi meout": "15s",
"useTLS": fal se,

]
b
"policies": {
"policy": [
{
"id": "<policy_id>",
"type": "throttle",
"description": "pT",
"period": "day",
"value": 1

"id": "<policy_id>",
"type": "route",

"description": "pR',
"routeTo": "ss

"id": "<policy_id>",
"type": "del etel ncrenental ",
"description": "pD',
"del etesPolicy": "I MVED ATE",
"del et eCheckAfterErrors": "ALWAYS'
}
]
3
"schedul es": {
"schedul e": {
"id": "<schedul e_id>",
"type": "time",
"description": "test",
"enabl ed": "fal se",
"schedul eTi meType": "daily",
"stopOnFail": fal se,
"schedule": "0 0 0 1\/1 * 2",
"after": null,
"seeds": "<seed_id>",
"crawl Mode": "full",
"conpl et eThreshol d": 1.0,
"action": "pause"
}
3
"wor kfl ows": {
"wor kflow': [
{
"id": "<workflow_id>",
"type": "connector",
"description": "nyWrkflow',
"checksun': "dc7d632e4f ac3aed7404d2c260sd3f 54eea266f 9f d4af 73b6251d6¢ch",
"tenplates": {

b
"events": {
"event": [



]

}

"rules": {
"rule": [

Status: 200

Import

Import the configuration items of the Aspire export file, this can include: connectors, credentials, connections, workflows, policies, schedules and
seeds. This endpoint needs the at least the OPERATOR role to be executed.

PCOST / aspire/ _api/systenlinport

@ The import endpoint needs a file generated from the export.

1 Take into consideration that components with resources loaded into elastic, will be imported, but you will need to reupload the resource and
go and select your resource in the component again.

Response


https://contentanalytics.digital.accenture.com/display/ASPIRE50/Configuration+and+control+API#ConfigurationandcontrolAPI-ResponseStatus

{
"response": {

"policies": [
"pT",
"PR,
"pD

I

"connectors": [
"Rest Connect or",
" LDAP",
"Azure",

1

"credential s": [
"Rest Credenti al s",
" LDAPCr ed",

1.
"connections": [
" RESTConnecti on",

" LDAPConn",
1.
"wor kf l ows": [
"myWor kf | ow',
1,
"seeds": [
" LDAP",
" REST",
1,
"schedul es": [
"test"
]
H
"message": "File systemexport.aspire inported successfully"

}

Status: 200, 404

Export / Import Ul

@ You can also use the Ul options to Export / Import in the Tools section:


https://contentanalytics.digital.accenture.com/display/ASPIRE50/Configuration+and+control+API#ConfigurationandcontrolAPI-ResponseStatus

Also, every configuration item has the export option.
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1 Note that the configuration items do not have the import option, this is because the import is a single endpoint for all and is
handled from the import option in the tools section.
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